CUMHOHUKC

CpaBHeHMe CO CMEeXHbIMU KJ1acCaMMU peLueHU

Mouemy «CnHOHUKC» cpaBHMBatOT ¢ Data Diode u NGFW?

DOyHKLUMOHaNbHble BO3MOXKHOCTM Data Diode, NGFW un «CHHOHMKCa» MOryT Ka3aTbCA MOUYTU WMAOEHTUYUHBLIM,
OOHaKO MeTodbl pPeLUeHUs 3aday M OCOBEHHOCTU STUX MPOAYKTOB 3HAYMTENbHO OT/IMYAIOTCS, YTO CKAa3blBAETCHA

Ha chepe NPYMEHEHUS Kaxkaoro U3 HUX.

DATA DIODE

CErMEHTA

[NponyKT NnpegHasHadeH

[/19 aBTOMAaTU3MPOBAHHOM Nepegaym JaHHbIX

1 Ganios Mexdy U30MPOBaHHBIMY CUCTEMAaMM
(B TOM umcne 13 pasHbIx ceTen) KaKk B OHY,

Tak 1 B 06€ CTOPOHbI C MOBbILLEHHbBIM YPOBHEM
KOHTPOJIA UX ABUMKEHUS.
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K/TFOYEBbIE OCOBEHHOCTWU
KA OO0 U3 PELLEHUN

DATA DIODE <

OAHOHaﬁ PaBJieHHaf nepenavda AaHHbIX

[TpUHLMM «ranbBaHMYECKOW PasBA3KM» MOSTHOCTBIO MCK/IOYAET BO3MOXKHOCTb Mepeaadn AaHHbIX
B M30/IMPYEMbIV CErMEeHT.

NpepoTBpalieHue ceTeBbIX aTaK U yTeueK uHopMaLum

CeTeBble aTaky IMO6O UCKAOYAKOTCH MOMHOCTLIO, IGO0 3HAYUTENBHO YCNOXKHAIOTCH M3-3a OTCYTCTBUA
«OBPATHOM CBA3M» U HEBO3MOXXHOCTW aHa/In3a 3aKPbITOM MHPPACTPYKTYPbI.

Punsrpauyua Tpaduka Ha YPOBHE NMPUIOXKEHUS

Punbrpaumsa TpadmKa No3BongeT 6/10KMPOBaTL HeXenaTeibHble COeAMHEHWS W MPOMYyCKaTb TOMbKO
paspeLleHHble.

.D.eTeKTMpOBaHHe n Heﬁ'rpann3au,uﬂ M3BECTHbIX aTakK

ANropuTMbl onpeaeneHua Nogo3pUTENbHOMO TRadPUKa NO3BOAAIOT 3AMPETUTL ero NPOXOXK4EHME
B 3allMLLIAEMbIV CErMEeHT CETW.

CermeHTauus ceten
PasgeneHwve ceten Ha normyeckme ang co3gaHusa HebobLUMX MEPUMETPOB BOKPYT 3alumLLaeMbIX OObEKTOB.

AHTUBUpPYCHaA NnpoBepkKa

O6Hapy»keHme 1 6/TIOKMPOBKA BMPYCHOMO MPOrPaMMHOro o6ecrneyeHms Ha YpOoBHE CeTeBoro Tpaduka.

- v

CUHOHUKC \

ABTOMaTU3aLUs NPoLEeccoB nepeanaym pansios

ABTOMaTU3aLMA Nepedayn GanioB, NPOBepKa Ux pasMepa 1M MacKKM, a TakxKe LIeNOCTHOCTM NnepeaaBaeMbix OObEKTOB.
IMeeT BCTPOEHHbIE MEXaHM3MbI AOMONHUTENBHOW BEPUOUKALIMM OOBEKTOB BO BHELLHMX CUCTEMAaxX CPedCcTBaMMm
ICAP-npotokona, Takux kak AV, Sandbox, DLP, XDR 1 ap.

ABTOMaTMU3aLMA NPOLLECCOB NepenaYum AaHHbIX
ABTOMaTU3ALMA NPOLECCOB 0O6MEeHa AaHHBIMU C MOBbLILLIEHHbBIM YPOBHEM KOHTPO/IS 33 UX ABMKEHMUEM.

U3onsauua ceten Ha PU3MYECKOM YPOBHE

APXUTEKTYPA N TEXHOMOM MK PeLLEHNS O6eCnedYnBatoT aBTOMATU3MPOBAHHYO KOHTPOIMPYEMYIO Nepeaady AaHHbIX
B peXyMe «TOUKA-TOUKa» KaK B OAHY, TaK U B 0o6e CTopoHbl Mo npoTokonam TCP/UDP 6e3 npsamMoi CBA3HOCTM Y3108,
a TaK>Ke COKpPbITUE MHPOPMaLIMKM 06 MX CETAX M HEBO3MOXXHOCTb aHa/IM3a 3aLUmLLAeMOn MHPPACTPYKTYPbI.

Pa3rpaHuquue 30H OTBETCTBEHHOCTMHU

BcTpeuHbii KOHTPOMb Ha ABYX OTAEbHbBIX QUBNUECKUX MIATax, PeasiM30BaHHbIN Yepes yrpaBneHue AByMs
OTBETCTBEHHbIMU A5 MOATBEPXKAEHWNS MPOXOXKAEHUS AaHHbIX. HecornacoBaHHbIe ¢ 06enx CTOPOH
ApaBuIa UrHOPUPYHOTCS.

PDusmnuyeckuin KOHTPOJIb Nepepaumn

Dusnyeckas 610KMPOBKa Nepeaadn «MmyCKOBbIMU» K/KOUaMU U BO3MOXKHOCTb MOJIHOFO 3anpeTa yaaleHHOro
yrpPaBNEeHUA C OCTYNOM K KOHPUNYPUPOBAHMIO TOIbKO Yepe3 pU3MUeCKyr KOHCONb RS-232.




OYHKLUMNOHATbHbIE OFPAHUYEHUA
KAXOOIMO U3 PELLEHUN

DATA DIODE

OrpaH UMYEHHOE KOJIMYECTBO NPOTOKOJ/10B

Data Diode 3auacTtyto He nogaep>kmBaeT nepeady AaHHbIX MO psgy BOCTPEO6OBaHHbIX MPOTOKOMOB. s 1x
nepenayn TpebyeTcs Hanmume cneumarmanpoBaHHbIX Proxy-CepBepoB, OTBEYAIOLLMX 3a SMYIALMIO COrlacoBaHUs
N «<KOHBepTaLmMio» Tpaduka. 310 ycroxHaeT BHegpeHue Data Diode n nocneaytoLlee obcnyxumBaHue 1 Tpebyet
OOMOMHUTENBHOIO 060PYAOBAHWS, & TAKXKE He BCerda rapaHTUPYET KOPPEKTHYO paboTy TpebyeMblx MPOTOKOIOB.

Pucku ueHTpanusoBaHHOro yrpasieHUs

BeposaTHOCTb cnyyamHOM MAn HAMEPEHHOM HACTPOMKIM Nepefadn AaHHbIX BO BHELLIHIOK CETb BO3pPacTaeT Npwu

Ha YUK €OVMHOIo LEHTPAIM30BAHHOIO MHTEPdENCA YPaBIEHUSA OOCTYMNOM B 3aKPbITbIM KOHTYP WU U3 HEro,

B TOM YmncC/ie Npu o6beanHEHUN LIENbIX CEFMEHTOB CETEN UM BC/IEACTBME 3/I0HaMEePEHHbIX AENCTBUN COTPYAHUKA,
OTBETCTBEHHOro 3a yrnpaB/ieH e YCTPOUCTBOM.

Crporas ogHoHanpaB/I€eHHOCTb

13-3a apXUTEKTYPHbBIX OCOBEHHOCTEN peLleHMA B CllydYae HeobXoaMMOCTU peasin3aLini CIOXKHbIX MPOLIeCCoB
nepenayn MoCTPOEHWE AOMOSTHUTENBbHbIX CBA3EN MeXay CETAMU AOCTUFAETCSH MCKIIOYMUTEIbHO BBOAOM
OOMNOMHUTENbHbBIX eAMHKL, 060PYA0BaAHUS.

- NGFW

lNMpoTuBOAEACTBME U3BECTHbIM Yrpo3am

VIHCnmekTupys TpaduK Ha pasmudHbix ceTeBbix YpoBHSAX, NGFW cnocobeH 3alumTnTb TOMbKO OT Yrpos,
«3a1I0XEHHbIX» Mpou3BoguTenem. Vix Cnmcok MOXKeT MOMOHATLCS Nocne o6HoBneHMK. OQHAKO MPU aTtakax
C MCMO/Ib30BaHMEM HEM3BECTHbIX ya3BmMocTen unu O-day firewall Bce paBHO MOXET 6bITb CKOMMPOMETUPOBAH.

Pucku HEHTPaA/IN30BaHHOIO yrnpapeJ/ieHUsA

Me>xceTeBOW 3KpaH HarnpsMyo CBA3bIBAET CETU, & ero yrpaBieH1e Npou3BOAMTCS U3 AMHOMO LIeHTPa
OAHUM OTBETCTBEHHbIM. 13-3a 3TOro Npu ero KOMNPoOMeTaLMK 310YMbILLNEHHUK MOXET MOJTy4YMTh MoSIHOe
yrnpaBieHne peLleHeM U BCEMU CETAMM.

I"IpO'rMBopeqau.l,Me npaeujia m CﬂyqaﬁHOE O6'be,D,MHeHMe

Hanuume 6onbluoro GyHKUMOHANA U CIIOXKHbBIX MOSIUMTUK 3a4acTyto MPUBOOUT K MOSBIEHUIO B3aMMOUCKITFOYAOLLIMX
NPABM MaPLLPYTU3ALMU U paspeLleHnA A8 nepenadn AaHHbIX. Hanpumep, caydyanHoe nam LeneHanpaBieHHoe
obbeMHEeHUe NoAceTeN B 06X0M4, YCTaHOBIEHHbIX PErNaMeHTOB.

CUHOHUKC

OTcyTCTBHe BCTPOEHHOIo aHaJimsa Tpaq)m(a

«CMHOHUKC» MpU Nepeade AaHHbIX «repecobrpaeT» TOMbKO HMXKHKME YeTbipe ypoBHSA Moaenu OSI.
[MosTOMy MPUMEHeHWe peLLeHUs PEKOMEHLYETCH COBMELLATb C APYrMU CPeACTBaMM 3aLLmThl MHGOPMaLIUK,
KOTopble 6yayT MPOBOAUTE HEOOXOAMMbIE MPOBEPKU TpadmKa 1 GarnnoB, PacLLMPSs BO3MOXXHOCTM CUCTEMBI.

HyneBoe noBepue v NosIHbIA 3anpeT Ha nepepady

[Mpu cbpoce K HACTPOMKaM «MO YMOSUYAHUIO» MU BbIXOAE YCTPOWCTBA M3 CTPOS Nepegada Tpadmka NoIHOCTbIO
6nokupyetca. OrpaHuyeHre obycnoBneHo TpeboBaHUEM MOTHOM M30MALMM MPU HELLTATHBIX CUTYaLMSAX.

O6beguHeHUe B peXXuMe «ToOUKa-TouKa»

CTporoe orpaHvyeHme B3aMMOLENCTBUSA UCKIIOUMTENBHO MeXay OBYMS CUCTEMaMU HECBA3aHHbIX CeTeln
6€3 BO3MOXHOCTU CBA3aTb AMana3oHbl agpeco. O6ycnoBneHo TpeboBaHUAMU MO NOTHOMY COKPbLITUIO
N N30ASLMK 3aLLMLLLAEMON MHPPACTPYKTYPbI.




CPABHEHUE ®YHKLMOHANA
KAXXOOIMO U3 PELLEHUM

©

Kputepun DATA DIODE NGFW CUMHOHMUKC

PunsTpaums Na Na Na
MHPOPMaLIMOHHbIX MOTOKOB

CokpbITHe ceTeBoro
OKPY>KEHUSA CUCTEM Ha YacTnuHo Oa
MHPOPMaLIMOHHOIrO O6MeHa

OpHoHanpaBneHHas

nepenava AaHHbIX Ha Hert Aa
[ByHanpaBneHHasa

nepenava gaHHbIX Het Aa HAa

ABTOMaTU3aLUA MPOLLECCOB

nepenayn dannos Het RIET fHa
«N3 KOPOBKU»
OpHoHanpaBneHHas

S el Het Het Oa
nepenava damnios
[ByHanpaBneHHas M Har Oa

nepenava dannios

Macka uMeHun, pasmep,

lNpoBepka nepepaBaembix Het MoTokoBbIi KOHTPO/Ib LIe/TOCTHOCTU
O06bEKTOB abMENPYC O no ICAP-npotokony (AV,
chrHaTypam Sandbox, DLP, XDR v ap.)

BcTpeuHbIv KOHTPOb
napamMeTpoB nepenayn
$anNIoB C BOSMOXHOCTbHO HeT HeT Na
Y>eCToYeHUa NOMUTUK
MPOBEPKMN Ha O4HOM
N3 CTOPOH

O6begnHeHue ceTemn

6€3 UCMONb30BaAHUS Na HeT Na
NAT/ROUTING

IDKCTPEeHHasa 6/10KUPOBKa

nepenayn Ha PU3NYECKOM HeT HeT Ha
ypoBHe

Pusnueckoe pasgeneHme
NHTEPdENCOoB ynpaBneHns
Mexay Bnaaenbuamm
ob6benHAEMbIX CeTeun

HeTt Het Na

«CUHOHMKC» — cucTeMa KOHTponsa MHGOpPMaLMOHHOro o6MeHa.

PelueHne No3BONSET OPraHM30BaTb AaBTOMATU3MPOBAHHYIO O4HOHAMNPABIEHHYO MU OBYHAMPaBIeHHY O
nepegadvy OaHHbIX M GanNoB Mexay y3/1aMu OBYX CETEN, CKPbIBASA MPW 3TOM MHOOPMALMIO 06 NX OKPYXKEHWUMU.
CuctemMa oCHOBaHa Ha YHUKa/IbHOM apXUTEKTYPHOM peLueHnU, COCTOSALLEM U3 MPOrPaMMHOro KOMMIeKca

N CneymannsnpoBaHHOM annapaTHoOM NaaTthopmMsl.
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