«CUHOHMUKC» - cucTeMa KOHTpPo i MUHPOPMALLMOHHOIO O6MeHa

PelueHre no3BonseT opraHM3oBaTb aBTOMATU3UMPOBAHHY K OLHOHAMPABIEHHYO MK
OBYHampaB/AeHHYo nepefadvy AaHHbIX M GanioB Mexay y3namMu AByX CETen, CKPbiBas
NPV 3TOM MHDOPMALIMIO 06 KX OKPYXKEHUM.
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AAaHHbIX dannos

e« TCP UDP B TOMUYMCne e SFTP
ofHOHanpaBneHHas
* J1BYCTOPOHHAA/OAHOCTOPOHHSAS
* HeszaBucKMble NOAUTUKMU C BbI6OPOM HanpasieHUs
ONS OBYX KOHTYPOB
* [lpoBepka Mackn MMeHw,
¢ CkopocTtb o 116/c pasMepa v KOHTPO/Ib LLe/TIOCTHOCTH

* CoeOuHeHWUa «TOYKa-TOYKa» * WHterpauusa c ICAP-cepBucamum
(DLP, Sandbox, AV u ap.)
* [loppeprxka pabotbl c M3, NGFW
N OPYrnMm ceTeBbiM 060pyaoBaHUEM » [loctaBka ¢panson
BO BHELUHWE XpaHUmLLA

KnoueBble BO3MO)XHOCTM

N3onauua Ha ¢M3I4LleCKOM YPOBHE Pa3rpaHuueHue 30H OTBETCTBEHHOCTMU
APXUTEKTYPA U TEXHONOM UK PELLEHUA ObecrneymnBatoT BcTpeuHbI KOHTPOSb, Pea/IM30BaHHbIN YepEe3 ynpaB/ieHue
ABTOMATU3UPOBAHHYO KOHTPOIMPYEMYIO Nepenady OBYMS OTBETCTBEHHbLIMW OIS MOLATBEPXAEHUS

OAHHbBIX B PEXXMME «TOYKA-TOUKa» KaK B OOHY, TakK NPOXOXXAEHWS OaHHbIX. HecornacoBaHHble C 06eMX CTOPOH
M B 06e cTopoHbl No npotokonam TCP n UDP 6e3 npaBuia UrHOPUPYHOTCH

Mp-4 MOW CBA3HOCTU Y3/10B

Pusmnueckmnin KOHTPO/b Nepenaum lNMpoBepka pannos nepepn nepenaden
Du3nyeckas 6GIOKMPOBKaA NepenayYn «mnyCcKoBbIMMY [poBepKa pasMepa 1 MacKu, a TakxKe LIeNTOCTHOCTU
K/IFOHaMU U BOSMOXXHOCTD 3aripeTa yaa/IeHHOro rnepeaBaeMblX obbekToB. ViMeeT BCTPOEHHbIE
yrpaB/ieHUs € 4OCTYMNOM K KOHPUIY PUPOBAHUIO MeXaHW3Mbl AOMNOSIHUTETIbHOW BepUdUKaL My 0OObEKTOB

TONbKO Yepes KoHcob RS-232 BO BHeLUHKX cucteMax cpeacteamum ICAP-npoTokona



[MNMpuHUMN pa6oThbl

CucteMa OCHOBaHa Ha YHWMKa/IbHOM apPXMTEKTYPHOM pPEeLUEHMM, COCTOALLEM K3 MPOrPaMMHOrO
KOMTMIEKCa M CMELMaIMN3UNPOBAHHOM annapaTHOM NaaThopMbl.

MexaHu3Mbl

«CUMHOHMKC» OCHOBaH Ha WCMOMb30BaHWM TEXHOIOMMKM aBTOMATU3MPOBAHHOW 3/1EKTPOHHOW MNepeaadn
MHDOPMaLIMM C MPUMEHEHMEM Pa3pEeLLAtOLLMX NPaBW, YCTAHOBNEHHbIX B dBHOM Buae. OHM obecnedmBaroT
6e3oMnacHbI O6MEeH AaHHbIX U GannoB Mexay Yy3/l1aMy, B TOM 4Mcie U3 HeCBA3aHHbIx ceTen. PeweHue
NO3BOIAET aBTOMATU3MPOBATL MPOLECC Nepenaym MHGopMaLmMm M MUHUMU3UPOBATL PUCKKM KOMMNPOMETaLMM
ceTen M OaHHbIX BCAeAcTBME «4desioBedeckoro gaxktopar. [lpaBmna 3a4aroTca Ha KakAOM M3 OBYX Y3/710B
YCTPOWCTBA HE3ABUCMMO WM COMTIACOBAHHO A1 BbIOPAHHOIO KaHasla nepenadn OaHHbIX 1 ganios. Ecav gns
OHOrO M3 Y3M0B MpaBuia He 3aaHbl, TO JaHHble nepefaHbl He 6yayT. 3a KOHPUIypaumo Y3ia 1 cerMeHTa
OTBEeYaeT OTAE/IbHbIM CMEeLManIUCcT B CBOEN CETH, a ONpeaesieHme paspeLlleHHOro KaHana nepegadm daHHbIX
3a0aETCs Kak |P ncrtouHmrka, nopt os4 npuemMa naketoB U |P HasHauveHus, NopT Ha3HaYeHWs.

«CUHOHMKC» MOXET MCIMOJb30BaTbCH COBMECTHO C MexceTeBbiM 3kpaHoM (M3) u NGFW Ha dusmueckom
rpaHuvLe CeTer UM CerMeHTOB B PaMKax O4HON CeTU.
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ApxuTeKkTypa

YCTPOMCTBO COCTOUT M3 TPREX 3/MEKTPOHHbIX naT: Y3en A, ¥Ysen B m Hopo. «CUMHOHMKC» MNOAKIKOYAETCS
K K&XKOOMY CErMEeHTY CETW OTAENbHbIM CETEBLIM MHTEPPENCOM, NPpeaHa3HAYEeHHbIM TOMbKO OAA Nepefadyn OaHHbIX.
Kaskabin nHTepdenc ceasaH co ceoen MatepuHckom maaton (Ysen A v Ysen B), koTopas nsonmposaHa oT Opyromn
yepes UeHTpasibHyto nnaty - Aapo. TakmM ob6pasoM UCKIYAETCS MpsaMoe coefuHeHue Mexay cetamMu. Ecnum
nepenadya paspeLleHa, TO Ha O4HOM U3 Y3M0B NPOUCXOAUT YAIEHWE TPAHCMOPTHONO YPOBHS, AaHHbIE HA YPOBHE
NPUAOXKeEHUN nepefaroTcs B Aapo. Hanee m3 Hapa npoucxoaut nepefada AaHHbIX Ha BTOpOM Y3es, rae
TPAHCMOPTHbLIN YPOBEHL BOCCTAHABMMBAETCS. TakmM 06pa3oM, Npu nepegade MHGopMaumm N3 OgHOro CErMeHTa B
OpYron cuctemMa «nepeynakoBbIBAET» MHPOPMALIMIO MO aHa/IOr MK C TeM, KaK Cy>kb6a AOCTaBKM 3anakoBbiBAET BaLLl
FPY3 B CBOIO YMaKOBKY.
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HNononHutTenbHbin

U3UUYECKUU KOHTPOJb

[1Ba BCTpeuHbix Habopa npaBu/ rnepefadv noMoraroT PasrpaHnynTb 30HblI OTBETCTBEHHOCTU MeXay
COTPYAHMKaMKM o6beamnHaeMblx ceTen. KoHdUrypaums yCTpomncTBa OCYLLECTBAAETCH Yepes PU3nMUecKH
M3OSIMPOBAaHHbIE  MHTEPPENCHI  YrNpaB/ieHWs COOTBETCTBYIOLIEro Y3ra. YNpaB/ieHMEe  MOXET
PEeasIM30BbIBATLCS KaK YAANEHHO MO CETU, TaK M UCKITFOYUTENIBHO JTOKAJTbHO Yepes nHtepdpenc RS-232.

I3MeHeHMe KOHPUIYypaLIMK LieHTpasibHoM maaThl (H4pa) BO3MOXKHO TOMBKO MU HAMYMM GU3NUYECKOrO
OOCTYNa K HeN U BCKPbITUM 3aLUTHBIX MIOM6. A M3MeHeHMe KOHOUIypaLi OA4HOrO Y3/1a CO CTOPOHDI
OPYroro TEXHOMOMMYECKM U KOHCTPYKLIMOHHO HEOCYLLIECTBUMO.

[lonoNHUTENBbHBIM  KOHTPO/Ib  OOECNEeYMBAETCH C  MOMOLBLIO  GUBMYECKMX MYCKOBbIX  KJIKOYeEw,
pasaensemMblix Mexxay COTPYAHUKAMM, KXKAObIN 13 KOTOPbIX OTBETCTBEHEH 3a CBOO CETb.

Kaoum  paspellatoTr mam  6A0OKMPYHOT fepedady AaHHbiX depe3 «CUMHOHMKC» MyTeM  MOJIHOrO
OTK/IFOYEHUSA NUTaHKMa Aapa. [lpr NoBOpoOTE OAHOMO U3 HUX LIEHTPA/IbHASA N1aTta OTKIKOYAETCS.

PeweHue no3Bonsier:

b ABTOMaTMBMpOBaTb npoLecchbl rnepenayu Cbal;U'IOBbIX OObEKTOB WM MOTOKOBbIX AaHHBIX MeXOY U30JIMPOBaAHHbBIM
cucTeMamMu. Takom CLI,eHapI/HZ MO3BOJIAET pPea/iM30BaTb PAL 3a/da4, XapaKTepPHbIX /1A TpoLuecCa 6e30nacHom
pa3pa60TKm M O6HOBMNEHUS nporpaMMHOro obecrieyeHns B 3aKPbITbIX CelrMeHTaX, pellaTb 3aaYl lepead
AdaHHBIX MOHUTOPWUHIa U YTPaBJIEHWNA 6e3 PaCKPbITUA CTRPYKTYPbI CThIKYyEeMbIX OObEKTOB CETEBOM I/IHq)paCTp)/I-(Typbl.

* [apaHTrpoBaThb Nepedadvy TONIbKO Tex GanioB, KOTOPbIE MPOLLIYM HEOOXOANMbIE MPOBEPKMU.

* PerucrtpmpoBatb COb6bITUA 6e30MacHOCTM ON8 NOC/enyrolero npocMoTpa C Ueblo ayauTa, YynpaB/ieHus
MHUMOEHTaMU, NPOBeAEeHWUSA pacc/ieLOBaHUM.

® ﬂpOTIABO,D,el;"ICTBOBaTb CYyLLeCTBYOLWM U NMOTEHLNaJTIbHO HEN3BECTHbBLIM YA3BMMOCTAM Ha KOHEHYHDBIX CUMCTEMAX MYyTEM
COKPbITUA OaHHbIX O CETAX U MHd)OpMaLLMOHHbIX CUCTEMaX B X OKPYI>KXEHUN.

TexHuuyecKue XxapaKTepuCTUKH
annapartHou naaTtPopmbl

® lMpousBoacTBo. Ha 6a3e oTeyecTBEHHOrO 060PYAOBaAHMUSA

O6opynosaHue. ApxuTexkTypa x86-64 (2 M)
O3y 8T1b. Auck 128 b

®Dopm-pakTop. 19" ctonka - 1U

OC. Astra Linux 1.7 SE

Ckopoctb. [1o 1 [6/c, ao 256 kaHanos

UHTerpauum n TexHonornyeckme napTHepbl

[MooTBepkaeHa addekTrBHaASA paboTa n coBMectumMocTtb ¢ PAM-nnatdopmon CKANMY HT.

Hawu TexHonoruueckune napTHepbl:

e AHTUBUpPYCHas 3awmTa: Kaspersky, Dr. Web

® DLP-cuctemnl: Infowatch, Solar, Zecurion

M3 u NGFW: Kop BesonacHocTu, UserGate, InfoWatch, Infotecs, S-Terra



CueHapun 1

CEY,EUEY

OpraHm3oBaTb HempepbiBHbIM OOMEH AaHHbIMKU MexXay YCTpOoMCTBaMu 6e3 CeTeBOW CBA3HOCTMU
C COKPbITUEM UX OKPY>KEHUS.

NMpeanocbinkuy, ycnoBust U KOMNPOMMUCCHI:

TpeboBaHWA MO YBEIMUEHUIO CKOPOCTUN OBbMeHa MHpopMaLmMen, NoyYEeHMIO MIHOBEHHOM OTYETHOCTM
M NapaMeTpoB pacTtyT. [Ang peleHus 3Tux 3a4a4 Heobxo4MMO ObbeUHEHNE paHee U30STMPOBAHHbIX
YCTPOWCTB, HarnpvMep, NPOu3BOLCTBEHHOIO O60PYAOBaAHMS C CUMCTEMAaMKM MOHUTOPUHIA.

[Mpu 3TOM pUCKM B3OMa U KOMMPOMEeTaUMM MHOPACTPYKTYPbI Takxke Bo3pacTatoT. Bo msbexaHue

OCTAHOBKM TEXHOJIOMMUYECKMX UM OGU3HEeC-MPOLIECCOB HEOOXOAMMO COXPaHUTb OB60COOB/IEHHOCTL
CUCTEM ApYr OT Apyra.
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BusHec-cucTembl n KopnopaTtuBHble SCADA
cucTemMbl 6€30MacHOCTH
PeweHue:
®

Ina peweHns 3TOM 3aaydn  UCMOJSIb3YeTCs CUCTEMA  KOHTPOAS MHPOPMALMOHHOIO obmMeHa
«CUMHOHKKC», KOTOpAas pasMeLlaeTcs Mex gy HeEOOXOONMbIMK pecypCcaMu.

3a cyeT apxmTekTypbl «CUHOHUKCa» KaXKAbIA MakeT HeCKOJIbKO pa3 MepexoguT B HOBOE CeTeBOe
OKPY>KeHMEe B MnpoLuecce nepefayr AaHHbIX. [akuM o6pa3oM «CHMHOHMKC» MOSIHOCTBHKO CKPbIBaET
pPeaibHYtO UHPPACTRYKTYPY OOBEKTOB, MeXAy KOTOPbIMU OPraHm3yeTcs KaHasl, W npenocTtaBrigeT
TOJIbKO 3apaHee onpeneneHHbIN TYHHEe b ANs o6MeHa MHbopMaLEeEn.

CucrtemMa cnocobHa opraHM3oBaTb Kak OBYCTOPOHHWM, TaK M OAHOCTOPOHHMI OBMEH MO MPOTOKOJ1aM
TCP v UDP. l'pwn aTOM B Ka4ecTBe NpaBu/ia nepefadn ykasbiBatotca |P v nopt otnpasutend, IP n mopt
nonydyarens. Tak CO30aeTcs CTPOroe CoeMHeHMe «TOUKa-TOYKa» Mexxay ABYMSA MHDPACTPYKTYPaMM.



CueHapumn 2
3agava:

Ob6ecneunTb nepefadvyy [OaHHbIX TPETbEM CTOPOHEe 6e3 yrpo3bl 6e30MacHOCTM BHYTPEHHEW CeTu
KOMMaHMK.

lMpeanocbinku, ycnoBus n KOMNpPOMMUCCHI:

[MpoLecc obHoOBNEHWS O0BOPYAOBaHUSA U CPEACTB 3allUUTbl, HANPUMep, aHTUBUPYCHbIX 6a3 TpebyeT
CBA3M M BO3MOXXHOCTM OAHOCTOPOHHEro obMeHa daniamMm Mexay CeTsaMMu, KOTopble M3HAYaUIbHO
He cBsA3aHbl Mexay cobon. CyllecTBytolMe M Hanboee pPacnpOCTPaHEHHbIE TEXHOMOMMM OOCTaBKM
damnos (mepeHoc damnos Ha «bdnewke» mam APM ¢ OByMs ceTeBbIMW KapTami) MO3BOMSHOT
peasIM30BaTh 3TOT MPOLIECC, HO HE MOTYT MOJIHOCTbIO aBTOMaTU3MPOBATL Ero.

[1py 3TOM BCerga cyLecTBYEeT «4esioBedeckuii GakTop», KOTOPbIM BUSET Ha 6€30MaCcHOCTb KOHEUHbIX
obbekTOoB. CriefoBaTesibHO, TPebyeTCa pPEeLUeHne, KOTOPOe COBMEeLLasIo 6bl yAoOCTBO M 6bI10 Obl
aBTOMaTU3MPOBAHO.
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PeweHue:
@

[losib30BaTeb M3 OOHOM CETU MOAKIKOYAETCA NO NPOTOKONY nepenadun damnoB SFTP kK « CUHOHMKCY»
M MosyYaeT AOCTYM K U30/IMPOBAHHOMY Ha ero ctopoHe ¢gamnoBomy SFTP-cepsepy. Bxog Ha Hero
OCYLLECTBIAETCH TOMIbKO MNPV MPeAoCTaB/IeHNN KOPPEKTHOM Y3 (MMeHM nosb3oBaTensd v naposs um
SSH-kntova). TNonb3oBatenb pasMellaer darn B KaTanore O8 OTMNPaBKM UM OXWMOAET ero
nepemMeLleHms Ha CTOPOHY OPYron ceTu. [locsie MoNHOW 3arpy3kM B KaTtasior ¢gans aBToOMaTUYECKM
OKa3blBaeTCs B ovepeu Ha nepenadvy. [ lpy aToM 0o dakTUYeCKoro nepemMeLleHnsa Ha ApYyryro CTOPOHY
OH MPOXOAUT PAL MPOBEPOK, 334aHHbBIX AAMUHUCTPATOPOM YCTPONCTBA, & UMEHHO:

» MpoOBepKa Macku danna (bopmarta MMeHK) 1 ero pasmepa;
* KOHTPO/Ib LEeTOCTHOCTU pang,;

* MNPOBEPKa Yepes BHeLLHKE cncTeMbl Mo npoTtokony ICAP.

Ecnn Bce 3agaHHble NMPOBEPKM MNpOoWAeHbl, dawn  monydaeT paspelleHre Ha rnepenady
M repeMeLllaeTcs YCTPOMCTBOM Ha APYryto CTOpoHy. OH MOXeT ObiTb pa3MelleH B COOCTBEHHOM
dansI0BOM XpaHUIULLE UM NepenaH Ha LeseBon cepeep no npotokosiam SFTP un FTP.

B cnyvae, korga ¢oann pasmellaeTca B COBCTBEHHOM XPaHWIMLLE, C OAPYIrov CTOPOHbI MOSIb30BaTEe b
Takke noaxsodaeTcs K « CUHOHMKCY», UCMOMb3ys CBOM Y3 (MMA MOMNb30oBaTesIa M Naposib), U MOXeT
3abpatb Gavsi M3 KaTaslora, B KOTOPOM pasMellatoTca nepenaHHble damibl. «CUMHOHMKC» MOXKET
MCMNOMb30BaTbCA WM AN AByHanpaB/eHHOW nepedadn damnoB Mexay cerMeHtamu. [lpu 37oMm
BO3MOXXHa KOHPUrypauusd, nNpu KOTOPOW YCTaHaB/MBaTb APYyrve COeOVHEHUS, KpoMe nepenayu
dannoB, 3anpeLleHo M HEBO3MOXXHO.



CueHapun 3
3apava:

PasBepHyTb HaAeXHYKO M BbICOKO 3alUMLLEHHYHO aBTOMATU3UPOBAHHYKD CUCTEMY ONA ObMeHa
darnamMm Mexxay ABYyMS M30NIUMPOBAHHBIMY CEFMEHTaMM CETU.

Npeanocbinkuy, ycnoBus U KOMNPOMMUCCHI:

[TonyyeHme akTyaslbHbIX W OMNepaTUBHbIX AaHHbIX OT CUCTEM M3 HEeCBA3aHHbIX CETEeM SABNAETCS
aAKTYa/IbHOM, HO He edMHCTBEeHHOM 3aauer! B COBPEMEHHbIX peasnsx M1obaibHOM LMdPOoBM3aLIMM
bu3Heca. Takke BaKHO OMepaTvMBHO O6ECMeYnTb YyAasIeHHbIM AOCTYM K O6bEeKTaM Mpu YCI0BUM,
YTO OH He TOJIbKO periaMeHTUPOBaH, HO M HAAEXHO 3alLMLLEH M COOTBETCTBYET BCEM MpeabaBIaeMbIM
K HUM Tpeb0oBaHWAM peryaToOpOoB.
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PewleHue:

[ns goCTUMXKEHUS LIeNN UCNOMb3YETCA cUCTeEMA KOHTPOASA MHPOPMAaLIMOHHOIO o6MeHa «CUMHOHMKC
B coyeTaHun ¢ PAM-cuctemom CKONY HT.

B pamkax opraHm3oBaHHOMO 6€30MacHOro KaHasia Mexay AByMs ceTaMm pacnosaraetcs « CUHOHMKCY.
OH obecrneymBaeT A0MOMHUTESbHbIM KOHTPOb K «MepecbopKy» MAKeTOB Ha TPAHCMOPTHOM YPOBHE,
a TaK>Ke CBA3b Mexay 3apaHee onpeaesieHHbIMU CUCTEMaMM ABYX CETEM, O4HOM M3 KOTOPOW ABMSETCS
CKAOMY HT. M3/NGFW, koTopbin pasmellaeTca nepen « CUHOHMKCOM», CO34aeT 6a30BYHO 3aLLMTY CETU.
Hanee - CKAOMY HT, yepe3 koTopyto MPOXOAUT KOHTPOMMPYEMbIM 6e30MnacHbIM OOCTYN K LeneBomn
cucrteme. TakmmM 0o6pas3oM ObecrnedrBaEeTCHd HE TOJSIbKO BbICOKUKM YPOBEHb KOHTPOJA MPOXOOALLEN
MeXxay CeETAMU MHPOoPMaLIMK, HO M yNpaBeHne NPUBUIErMPOBAHHBIM AOCTYMOM.

Onsa cbopa Tenemerpum HacTpamBaeTCa MepedadYa [OdaHHbIX B PexuMe MporpamMMHOro amoaa,
FAPAHTMPYIOWEro mepefady NakeToB TOMbKO B O4HY CTOPOHY. OH MO3BOMFET MOMyYaTb akTyasibHbIE
OaHHble O cucTemMax 6e3 06paTHOM CBA3M 1 MPK OTCYTCTBUM MNPSAMOM CBA3ZHOCTU C UCTOYHMKOM OaHHbIX.



CootBeTcTBME TpeboBaHUAM

«CMHOHMKC» O6ECMeUMBAET BbIMOMHEHWE CNEeAYOLLMX Mep:

Y.L e YrnpaBneHue y4yeTHbIMU 3arnmcaMum [Noppepkka onpeneneHHbIX ponen
nonb3oBaTenemn Ha Y3nax n nx accoupaums
234 C KOHKPETHbIMU aAMUHUCTRATOPAMMU
yna.2+== Peannsalna nommTik ynpasneHvs 6e30MacHOCTU 1 MOb30BaTENAMM
AOCTYna
Y3 YrnpaBneHme nHopmMaLMoHHbIMMU BesonacHbim o6MeH AaHHbIMU B PEXMMAX:
MOTOKaMM
» CeTeBoro coeguHeHms no npotokonam TCP, UDP
e O,D,HOHaI'IpaBJ'IeHHOFO CeTeBoro
coefmHeHusa no mpotokonam 1TCP, UDP
* [Nepenaun ¢pannoe no npotokony SFTP
yng.4izs34 PasmeneHue nonHoMouui (ponei) » [lopoepkka onpeneneHHbIx poien Ha
nosib3oBaTenen Y3max N Ux accoumalimga C KOHKPETHBIMMU
aaMUHUCTPATopPaMm 6e30MacHOCTU
MU NMONb30BaTENAMM.
YIS =24 HasHauyeHune MUHUMasTbHO
S * Bo3aMOXXHOCTb YNOTHOMOYEHHbIM
HeobXxoAMMBbIX MPaB 1 NPUBUIErUIA
MOSIb30BaTENAM YNPABAATH PEXUMOM
BbIMOMIHEHWS DYHKLMM
Yia.10 a4 BrnokmnpoBaHue ceaHca goctyna  [Nopoepxka onpeaeneHHbIX posen
nonb3oBaTeNs Npu HEAKTUBHOCTM Ha Y3/1ax 1 mx accoumalma C KOHKPETHBIMU
aOMUHUCTPAaTOPaMM 6€30MacHOCTH
N NOSIb30BaTENAMMU
12 — =
ynAa.16 YnpaBaeHue B3anMoaencTBUEM Be3onacHbIn 06MeH AaHHBIMU B PEXUME
C MIHPOPMALIMOHHBIMN CUCTEMAMM nepefadn damnnos no npotokony SFTP
CTOPOHHUX OpraHusaLmm
(BHELWHWE MHpOPMAaLIMOHHbIE CUCTEMbI)
MAD.11234 NoeHTudumkaums n ayTeHTudmKaums MaoeHTndukaums v aytTeHTuduKaums
Mosib30BaTesien Nosb30oBaTenen
NAD.5 12 3allmTa 06paTHOM CBA3W NPW BBOAE
OLLAY v==# KOHTPO/Ib LIEMOCTHOCTM MNPOrpPaMMHOro
obecrneyeHus, BKIKOYasa MporpaMMHoe
obecneyeHune CpeacTB 3aLluThl
MHPOpPMaLmm
ouJs1.312 ObecneueHre BO3IMOXHOCTM BOCCTAHOBNEHNS
NPOrpPaMMHOro obecnedyeHms, BKIOYaS
NpPOrpaMMHoe obecrneyeHme CPeacTB 3almThl
MHPOPMaLLMK, MPY BO3SHUKHOBEHWM
HeLUTATHbIX CUTYaLnn
AH3.312 MpoBepka NpaBUIbHOCTU GYHKLMOHUPOBAHNS
NporpamMMHOro obecrnedyeHmns
Ay[. 334 [eHepupoOBaHME BPEMEHHbIX METOK

7 (I/U'II/I) CUNHXPOHU3aLIMA CUCTEMHOIO BpeMeHn




Ay[.4 34 C60p, 3anmchb 1 XpaHeHKe MHGopMaLLm DyHKUMOHANbHbBIE BO3MOXHOCTMU CUCTEMDI
O COBbITUSX BE30MacHOCTH ayomTa 6e30MacHOCTU COBbITUM

AYL[.7 >4 MoHuTopUHr (NpocMoTp, aHanms)
DE3Y/ILTATOB PerncTRaLMm CobbITUIA
6€30MaCHOCTM 1 PearnpoBaHmne Ha HUX

Ay[.8 34 PearvpoBaHue Ha co6ou npu

perncTpaLmm cobbitum 6e30nacHoOCTH,

B TOM YKMC/e annapaTtHble 1 MPOorpaMMHble
OLLUMOKK, COOM B MEXaAHM3MaxX cbopa
MHOPMaLIMK U OOCTVIKEHWE Npeaena
U NepernosiHeHnsa obbema (emkocTn)
namMaTH

PCB.1%2 OnpeaeneHne cobbiTUin 6e30MacHOCTK,
noafexallimx permcTpaLmu,
N CPOKOB WX XpaHeHMs

PCb.2 2 CocTaB v cogepxaHue nHpopMaLmm
O COObITUAX 630MaCHOCTU, MOOSIEXKALLLMX
perucrTpaumm

PCB.3%%? C60p, 3anm1chb 1 XpaHeHue nHdopMaLmm

0 COBbITUAX 6e30MacHOCTM

PCB.4 2 PearvpoBaHue Ha c6ou Npu peructpaLimm
COBbITUM 6e30NaCHOCTU, B TOM YMUCe
annapaTHble M MPOrpPaMMHbIE OLLUMGKW,
cbou B MexaHm3Max coéopa nHbopmaLmm

N OOCTMXKEHME Mpeaena nnm nepenosiHeHNs
o6beMa (emMkocTr) namMaTm

PCB.5 %2 MoHuTopuHr (MpocMoTp, aHanns)
Pe3y/ILTaToB PEerncTPaLImM COBbITHN
6e30MacHOCTM U pearmpoBaHme Ha HMUX

PCB.6 12 [eHepupoBaHMe BpeMeHHbIX MeTOK
U (Mn) CUHXPOHM3ALMA CUCTEMHOIO BPEeMEHM

oanrTe 4 ObecneyeHre BO3MOXKHOCTMU
BOCCTAHOBJ/IEHUS MPOrPaMMHOIo
obecrneyeHuns, BKKOYas MNporpamMmMHoe
obecneyeHune cpeacTB 3allm1Tbl MHGOPMaLIUK,
NPU BO3HUKHOBEHMIM HELUTATHbLIX CUTYyaLMA

! Mpwukas Ne17 ot 11.02.2013 r. PCTIK Poccuu 3 Mpwukas Ne 31 o1 14.03.2014 . DCTIK Poccum
2 Mpwkas Ne 21 o1 18.02.2013 . DCTIK Poccumn 4 TMpwukas Ne 239 ot 25.12.2017 r. PCTIK Poccum




